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The big picture

Transformation impacts every aspect of a communications service provider’s (CSP’s) business,
including operations which have undergone constant change since the mid-1990s. In that
time, their role has altered from offline records related to telephony services to processes that
design, install, provision, activate, maintain and manage inventory for every network-based
service. Al in operations, or AlOps, envisions a high level of Al-assisted or Al-driven
automation in IT and network operations.

We are in the earliest days of the
move to AlOps, which has gained
currency as research firms like
Gartner have pushed the concept
into the marketplace. Gartner states,
“AlOps combines big data and
machine learning to automate IT
operations processes, including event
correlation, anomaly detection and
causality determination.” This
definition applies to AlOps in
enterprise IT environments: CSPs
typically have bigger and more
complex I'T environments with
multiple sets of IT challenges.

In addition to those faced by any
large enterprise, challenges include
CSP-specific business and operations
systems and processes that keep the
lights on, plus new, software-defined
and controlled networks. Each of
these environments is in flux, moving
towards cloud-native architectures
that can run on public, private and
hybrid (a combination of public and
private) clouds. Automating
operations is the scope of AlOps for
CSPs, although the teams working on
Al and automation are largely
separate today.

“We are talking about AlOps from the
processes side. We are not talking
about Al modules for change
management, for example, but rather
the operational processes that need
to change when we deploy Al in our
operations,” explains Aaron Boasman-
Patel, TM Forum's VP, Customer
Experience & Al. He emphasizes that
Al is not needed for basic, rules-
based automation, but adds, “if you
want intelligent operations and
automation, then you need Al —
AlOps and automation eventually will
become one”

This is not an easy journey, as Tayeb
Ben Meriem, Coordinator of OSS
Standardization at Orange explains:
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We have to move away
from a traditional way
of operating toward
AT automation.”

Ben Meriem was speaking during a
panel on AlOps at TM Forum'’s Digital
Transformation World Series 2020.
“That means we have to break silos
that exist today, for instance from
fulfillment and assurance, and we
need to integrate all of thisinto a
framework,” he explained, echoing the
same views as the CEO and

Chairman of Orange group

(see page 6).

Al is different

As Al components move into CSPs'’
operational environments, the AIOps
Service Management collaboration
team within the Forum is working to
develop that framework to define how
this very different technology should
be applied, governed and managed.

Itisimportant to understand just how
different working with Al is from
traditional operations software. It is
intent-based rather than procedural,
and employs non-deterministic logic,
not predictable outputs from specific
inputs. It is also immature regarding
operations. As Yao Yuan, Project
Manager at China Mobile, noted about
the first phase of a Catalyst proof of
concept, Al empowered 5G intelligent
operations, run in summer 2020:
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The big picture

Read the report to understand:

‘ ‘ m Why a lot of automation does not
need Al
Alisa great but not an B Where Al can be most usefully

introduced and how

easy technology, and

sometimes training the m Why new technologies and

autonomous networks are major

Al is as difficult as drivers of AlOps
o« e »
raising a bab}’- m The benefits of automated
networks enabled by AlOps
For this report we surveyed a small, m The challenges of implementing
targeted panel of operations experts AlOps

who are active in TM Forum'’s
collaborative work on AlOps. We
wanted to gain a picture of their

B Learnings and success stories
from CSPs around the world,
including China Mobile, Orange,

adoption, direction and real-world PCCW/Hong Kong Telekom and
implementation of AlOps, and a Telecom Argentina

measure of its maturity. A large

majority of the group we surveyed B Therole of TM Forum's Open
work in operations for CSPs in hands- Digital Architecture and

on managerial roles. Open APls
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What's driving AIOps?

AlOps envisions a high level of Al-assisted or Al-driven automation in IT and network
operations. It is a radical leap but essential if communications service providers (CSPs)
want to reach their automation goals. How they advance from here to there is the bigger

question AlOps helps solve.

Operations I'T environments are
usually some combination of complex,
hybrid, multi-vintage, multi-vendor,
siloed and partially offline. Typically,
they are not yet cloud-enabled nor do
they use APIs to expose functions or
services internally or to third parties.
Understanding how CSPs’ IT
environments arrived at this state
helps reveal both the pressure to
increase automation, with or without
Al, and the hurdles operators face in
achieving their goals.

In the late nineties, operations support
systems (OSS) were largely offline and
designed to complement or replace
paper-based records of tasks related
to providing telephony services. By
aggregating those tasks, initially with
manual handoffs and later with various
vintages of enterprise integration
software, CSPs created processes to
design, install, provision, activate,
maintain and manage inventory, and
provide service assurance for every
network-based service. Automating
flow-through was a commonly touted
but less commonly achieved goal.

Through the 2000s, as the internet
expanded, CSPs’ services and networks
multiplied and became more complex.
IP, web and mobile came to dominate,
causing a rapid expansion in devices.
More recently the introduction of
application-based services and the first
generation of loT have added more
products, silos, components and
integrations to the mix.

As parallel lines of business emerged,
they often developed their own
associated operations I'T. As a result,
there are many different generations
of software architecture. Operators
have made organization-wide efforts
tointegrate and streamline these
systems to improve operational
efficiency and reduce high running
costs, but it has proved a tough nut to
crack. Most CSPs still carry these
layers of legacy operations, not least to
avoid the risk of business disruption
posed by replacing them.

Complex operations

As aresult, anything from COBOL-
based Bellcore-era systems, the J2EE-
based systems that followed them and
cloud-based applications may work
side by side in CSPs today.

“Telco operations is one of the most
complex environments with multiple
technologies from multiple vendors
working in tandem with each other for
specific outcomes,” says Mohammed
Fahim Momen, General Manager,
Operations Systems Software (OSS) &
Customer Insight for Robi Axiata.

Datatends to be disparate, processes
may be semi-documented and
inconsistently automated, and
organizations tend to work in silos.
“What results is a very complex
infrastructure serving different
purposes,” Momen continues.

CSPs must rethink IT

Clearly, making a leap to fully automated
operations infused with

Al'is not going to be simple, but C-level
leaders are demanding it, with good
reason. Stéphane Richard, CEO and
Chairman of Orange and GSMA Board
Chairman, told TM Forum'’s Digital
Transformation World Series 2020
keynote audience that, “IT
transformation is an absolutely essential
element of many operators’ strategies,
including Orange,” and insisted that the
telecom industry must “rethink the way
wedo IT”



http://inform.tmforum.org/
https://dtw.tmforum.org/ 
https://dtw.tmforum.org/ 
https://dtw.tmforum.org/ 

Section 1
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He noted that IT is recognized as a
strategic capability, but board-level
scrutiny reveals that, “IT is too
complex, too rigid, and too cost
intensive” He observed IT
transformation projects are too slow
and expensive, and that billing,
ordering, provisioning, and other core
IT functions are monolithic.

CSPs’ legacy debt is so heavy in fact, “by
2025 technical debts will consume
more than 40% of operators’ current IT
budgets,” Richard said.

The solutionis for CSPs to make a
“rapid shift to an open, modern,
software-based technology
architecture that enables new
operating and business models,” he

Moving to an open platform architecture

TM Forum’s members are developing
the Open Digital Architecture (ODA)
which complements the Open APls
initiative. Its purpose is to help CSPs
transition operations to an open
platform architecture. Orange’s
Richard pointed out that aging
standards processes may not be
effective in rethinking IT; he
suggested ‘complete code” and “real
tests within the TM Forum” is what
CSPs need to move to a fully
automated, Al-driven IT
infrastructure.

In June 2020 the ODA took a
remarkable step forward when a
group of traditional operational and
business support systems (OSS/BSS)

vendors joined the more than 30
CSPs that are working on the
initiative. They include BT, Chunghwa
Telecom, Deutsche Telekom,
Globetom, Telefénica, Telenor, and
Vidéotron. The ODA working group
is “committed to transforming from
legacy OSS/BSS to cloud-native
software components and replacing
traditional IT architectures with the
Open Digital Architecture’s
standardized plug-and-play
components, data model and

Open APIs!

In other words, contributors to the
ODA are defining how CSPs’
operations can pivot to open, cloud-
native architectures and standard
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added. This new architecture should be
“loosely coupled, cloud native, and Al-
driven,” he explained, and must be
made from standard components that
can be interchanged without
customization. In short, Richard said
the industry “must evolve from a closed
IT architecture to an open platform
architecture” - see below.

APIls while helping CSPs to minimize
both business disruption and
stranded cost.

In December 2020, the Forum
announced another big step
forward: Accenture, Axiata Digital
Labs, Global Wavenet, Globetom,
Oracle Communications, Orange,
SigScale, Sysbiz Technologies,
Vodafone, and Whale Cloud are
collaborating to build a test platform
for the ODA. It will be used by the
Forum’s members to validate ODA-
compliant software components to
help CSPs deploy agile, cloud native
software-based networks to speed
up innovation and monetize 5G.
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Section 1

The future of legacy debt

‘| believe 5G is an opportunity to start
to go forward with and without
something,’ says Tomohiro Otani,
Executive Director with KDDI
Research. While proven processes,
business knowledge and data need to
carry forward, CSPs’ legacy debt
should not.

Quantifying “legacy debt” means
understanding what legacy is. “My
working definition of a legacy systemis
anything that’s in the field and doing
something useful,” says Mark
Mortensen, Principal Analyst,
Communications Software, with ACG
Research, “but most people would like
to call them pre-cloud systems and |
think that’s a reasonable distinction.

From an architectural perspective,
operations systems evolved from pre-
object oriented to object oriented, to
J2EE and .NET, and now to the cloud.
Many legacy systems, as a result, are
ill-equipped for cloud native
environments and yet continue to play
key roles in CSPs’ day-to-day
operations.

To spanthe gap, legacy systems “will
eventually getrecoded, says
Mortensen. “You take a monolith and
break it up into microservices over
time or you start over and recode the
whole system. This is a known art and
that work is already happening.
Everyone is re-coding to go onto the
cloud, he adds.

As AlOps for CSPs encompass Al,
operations automation, and
autonomous networks, it is easy to
assume Al and automation are the
same thing. “They are still not
intertwined, says Momen of Robi
Axiata. “Rules and input-output based
software engines are powerful enough
to execute many basic as well as
advanced tasks which are not
necessarily Al by definition,” he says.

Momen thinks that the hype around Al
tends to equate it with automation, but
automation with and without Al “will
continue to generate value based on
different use cases!

ACG Research reports that, “CSPs are
committed to automation in their
business and network operations, with
20% growth in annual spending for
automation projects”” In aresearch
note’, Mark Mortensen, Principal
Analyst, Communications Software,
ACG Research, groups the three major
benefits of network automation into
operations cost, operations speed, and
business agility. He calls on CSPs to aim
for order of magnitude improvements in
eacharea.

Mortensen recommends a 20% rule as
shown below.

Goals for AlOps

It
Ty

~

Automation
should reduce
labor costs by

90%

as the total cost of
any process may be
dominated by labor
expense

L Aim to reduce the
total time of any

process from start to

resolution by

TM Forum, 2020 (source: ACG Research)

Targeta

920%

improvementin
the time required
tointroduce a
new service

He states that current technology - that
is, without Al — can automate nearly
75% of manual effort “to cut service
provisioning times by an order of
magnitude. The lowest hanging fruit, he
says, may be in automating “the
individual tasks that otherwise would be
performed by people using command-
line interfaces,” which are text-based
and not user friendly.

Automation without Al

CSPs’ processes tend run within silos,
although there are often dependencies
and interconnectivity between them.
Nevertheless, the silos and processes
work independently and were deployed
that way to carry out specific job
functions within those silos as
“traditional software does give us
significant leverage” Momen says. The
functions of such operations systems
can encapsulate decades of domain
expertise effectively, but typically use no
Al to automate portions of operations
process, like design, planning,
provisioning, or service deactivation.

There are also proven use cases for
traditional operations software that are
Al-like but do not involve Al. “Self-
organizing networks, anomaly detection,
process control and governance, insight
and reporting, and many more use cases
based on traditional software are
yielding excellent results without any Al
he explains.

1 Dr. Mark H, Mortensen, Economic Benefits of Network Automation, ACG Research, April 2020. With permission.


https://www.acgcc.com/blogs/2020/04/23/capitalizing-economic-benefits-network-automation/
http://inform.tmforum.org/

Section 1

tm

Where Al wins

There are areas, however, where a
consensus of confidence has emerged
around Al's superiority over traditional
software. Momen and others
interviewed for this report say Al is the
best option for processing extremely
large data sets that combine
heterogeneous data from multiple
sources and where multi-domain or
cross-functional correlation is required.

For example, “360-degree assurance of
network performance and customer
experience requires a unified platform
and solution, and there the need for Al
arises, Momen says. Al may also be a
better fit than traditional software for
automating responses to both repetitive
analytical requirements as well as
continuously changing network
configuration and customer experience-
related requirements.

Where to focus?

Autonomous networking use cases
aredriving interest in AlOps,
including those instances where Al is
not part of the automation
architecture. CSPs know it will
typically take a few steps along the
automation path to increase the
degree of zero-touch service they can
offer, never mind achieve autonomous
networks on large scale: Many more
milestones remain on that path.

Given the complex and often disparate
state of most operations environments,
there are basic criteria for automation
CSPs can use to determine where to
start. Most of the hard work is practical
and detail oriented. “It’s not like you
plant a seed and grow an autonomous
network,” says Armijo Marchant, Chief
Architect, Telecom Argentina.

She warns peers not to take
automation’s complexity lightly and
urges those who seek to automate
operations processes to respect the
“mandatory conditions” for effective
automation. Marchant says:

14

The more deterministic
a process is, the better
automation will fit it”

Marchant advises peers approaching
operations automation and Al to take

several key incremental steps, including:

L}
N‘ 'l

Understanding and identifying
processes and operations that
are well suited for automation.

o
‘1

Improving these first with
“simple automation.”

Gathering data to understand
the automated operations
environment better.

Testing Al-assisted automated
interventions and measuring
whether there are gains and
improvements.

= @ -

Al vs. engineers

Marchant says from vast experience
that deterministic processes involving
known events, conditions and outcomes
are best suited to automation and to
event-driven architectures. With this
approach, she says, the CSP can define
precisely how it responds to eventsin an
automated, repeatable and scalable way.
Itis avery engineering-driven, proven,
auditable and reproduceable approach
to automating processes. Like an
automobile engine, it can be measured
and fine-tuned over time to increase
performance.

In the context of AlOps, it is proposed
that Al could be used in place of event-
driven automation. In such a case,
intent-based Al would determine how
to best operate a process using non-
deterministic and potentially non-
reproduceable conditions and logic.

In an operations world where
practitioners tend to prefer complete
control over and visibility into how their
processes and systems are flowing,
moving to Al-driven, intent-based
automationis a leap that will take time
tocomplete.

In the next section, we'll look at
responses to an AlOps survey
conducted for this report.
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CSPs are committed to
implementing automation — and Al

Communications service providers' (CSPs’) digitalization and automation efforts started with
customer experience, and substantial investment on improvements continues. The aim is to
provide all-digital, on-demand, self-serve functionality supported by automated processes,
like service activation. Many CSPs have already transformed their customer-facing channels
to be more e-commerce and self-service led, and the first pure digital mobile brands are

launched and growing.

When we carried out our first AIOps
survey in 2018, the term had barely
been coined. Even now, only 30% of
CSPrespondents to a survey
conducted for this report say they hear
the term used in their companies at
least weekly, with 54% saying they
never hear it used.

Still, more than half believe we will have
autonomous networks run by Al within
adecade, in parallel with developments
invirtualized networks and cloud-
native IT. Another 26% say such fully
autonomous networks will be possible,
if not likely, within 10 years.

Read the report to learn more:

forum

AI AND ITS PIVOTAL
ROLE IN TRANSFORMING
OPERATIONS

Will CSPs deploy large-scale,
fully autonomous networks run
by Al within 10 years?

O

B Yes, definitely

[l Possible but not likely

Il Maybe but doubtful
B No

TM Forum, 2020

This finding is backed up by 60% of
survey respondents saying that
increased automation is a primary
objective for their operations. A further
30% call it a secondary objective.

Without question,

CSPs intend to automate
operations, which is a
much clearer statement
of direction than our
first report found.
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Is increasing automation a key What is driving operations automation?
objective for operations?

a New tech requires it

Rapid rate of change

On-demand services

More complex processes

. Yes, it is our primary objective

. Yes, but a secondary objective

0 20 40 60 80 100

. Other M Very important B Somewhat important B Moderately important
TM Forum, 2020 TM Forum, 2020
Key drivers A substantial majority, 60%, of our
. survey respondents also rate the rapid
The majority of survey respondents say rate of chanee inherent in 5G and
the biggest driver behind automating &

autonomous network services as being
very important drivers for automation,
while 55% point to growth in on-
demand services.

operations is that new technology
requires it. Implementation of software- In software-based networks,

defined netV\/Okag (SDN) and network services can be “instantaneously
functions virtualization (NFV), for deployable T il

example, demands automated and L lacine th
integrated operations where fulfillment provisioning, replacing the

and assurance are seamless. logistics-bound physical
equipment in many cases and

speeding the introduction and
provisioning of new services.
This can only be done through
massive automation.”

Mark Mortensen, Principal Analyst,
Communications Software, ACG
Research explains:
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Rakuten Mobile puts network automation in the spotlight

Automating operations established
itself center stage during the Digital
Transformation World Series 2020
keynote when Tareq Amin, Group
Executive Vice President, Chief
Architecture Officer and CTO,
Rakuten Mobile, stated “automation
is the underpinning of everything that
we're going to do in the network!”
Rakuten Mobile is the first cloud-
native operator, built that way from
scratch, as well as having innovative,
disruptive business models.

Like Orange’s Stéphane Richard,
who said CSPs must shift their IT to
a cloud-native platform model,
Amin called for a “massive
transformation of how we offer
OSS and BSS to this industry.”

Amin said that Rakuten Mobile is
‘heading towards a Level 4
autonomous network in two years”
which will be self-organizing, self-
optimizing, and “designed to address
real-time issues in the underlying
infrastructure while sustaining
service continuity.” In other words,
it will embrace AlOps.

The graphic shows that a Level 4
autonomous network stops just
short of “no humans needed”.
Rakuten Mobile has no legacy I'T
debt as it builds out its
infrastructure with the hyperscale
cloud erain mind.

Yet Rakuten Mobile’s focus on
automation, and the benefits it
seeks to derive from it, are common
to the industry, as are decisions
about what role Al will play in
automating operations.

This is why there is such a high level
of interest in how it fares from CSPs
all around the world.

5G forces automation

LEVEL 5

Fully autonomous network

The system possesses closed-loop automation capabilities across
multiple services, multiple domains (including partners' domains)
and the entire lifecycle

LEVEL 4

Highly autonomous network

In a more complicated, cross-domain environment, the system enables
decision-making based on predictive analysis or active closed-loop
management of service-driven and customer experience-driven networks

LEVEL 3

Conditional autonomous network

The system senses real-time environmental changes and in certain
network domains will optimize and adjust itself to the external
environment in order to enable intent-based, closed-loop management

LEVEL 2

Partial autonomous network

The system enables closed-loop operations and maintenance for specific
units based on Al modelling under certain external environments

TM Forum, 2020
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“If 5G is deployed with the existing
operational processes and systems
environment, operational costs will
balloon and on a long-term basis may
not be sustainable,” Appledore analyst
Francis Haysom argued in a recent
research note.

Haysom says CSPs will face 5G network
cost increases of 50% to 300% and
“must be prepared that customer
demand for increased speed beyond
what LTE can deliver may not generate
increased revenue per subscriber!’ In
other words, for 5G’s business case to
make sense, given build costs and
spectrum fees, operations must become
faster, better and cheaper.

CSPs are well aware of this, and that
automationiis key to them being able to
handle the expected huge increases in
datavolumes sufficiently quickly, more
efficiently, and at less cost.

Almost two-thirds, 64%, of our survey
respondents believe the kind of scale
and complexity loT and 5G will bring to
operations can only be automated with
Al. They also agree with Appledore’s
point that unless the operations model
becomes less costly, more effective and
far more automated, 5G business
models may not work.

Hence, despite AlOps being at an early
phase, almost half (46%) of
respondents report that they have at
least one evolving Al business case and
7% have a firm plan.

Do CSPs have a business
case for AlOps?

Bl Yes, we have a firm plan

[l Yes, but it is still evolving

Il There are several business
cases but no winner yet

[l No, there’s no formal
business case adoption

TM Forum, 2020

Further, 54% of respondents are using
Al today to automate a single
operations process within a single
domain, and more than a third are using
Al to automate one or more processes
across multiple domains. As the graph
below shows, compared with data
collected in TM Forum’s 2018 AlOps
survey, CSPs are more focused now on
using Al to automate a single process
within a single domain, possibly
reflecting the practical difficulties
involved in automating large-scale
operations. It indicates how big the gap
is between islands of automation and
end-to-end orchestration.

In the next section, we'll look at some
of the challenges CSPs are facing in
adoption of AlOps.

How are CSPs using Al to automate operations?

50%

40% -

30% -

20% -

10% -

Automating a single
process within a
single domain or

business unit

M 2020

53%
44%
21%

0% — e e S e e
Automating
multiple processes
within a single
domain or
business unit

Automating a Automating

single process multiple

across multiple processes across
domains or domains or

business unit business units

W 2018

Source, TM Forum, 2018 and 2020
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AIOps market is starting to take
shape but faces some tough challenges

AlOps adoption is in an early phase among communications service providers (CSPs).
A market is starting to take shape with signs of growing interest and activity, but obstacles

to progress remain.

Our survey conducted for this report
shows that telcos’ top management is
yet to adopt a common approach to Al.
Indeed, no respondents report a C-
level owner and only 14% report
having a VP-level owner for Al. Over a
third, report multiple owners as Al is
cross-functional, and another third say
itis unclear who owns what.

Who owns Al?

Il VP-level owner

B Director-level owner
Il No single owner
I Unclear

TM Forum, 2020

Another issue is that IT spending
related to AlOps is as yet modest. The
graph below shows that nearly half of
survey respondents say AlOps will
occupy less than 10% of their IT
spending in operations during the next
three years. For 35%, however, AlOps
will command a quarter of their
budget. A small portion of
respondents, 12%, say as Al will be
part of everything, in effect, all
spending will go to AlOps.

Percentage of CSPs’ IT spending
on AlOps in next three years

&

Il Less than 10%
B About 25%
Il Roughly 50%

B Al of it as Al will be
part of everything

TM Forum, 2020

At the launch of Orange group's five-
year plan in December 2019, CEO and
Chairman Stéphane Richard explained
the challenge the company is facing:
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By 2025, Orange will
have to reinvent itself
and adapt to a constantly
changing world.
Artificial intelligence and
data will be at the heart
of this reinvention, both
to improve customer
experience and to make
our networks smarter
and the whole company
more agile”
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Use of Al

The graphic opposite shows CSPs’
overall Al activity is low across the
board. Specifically regarding the

network, more than half of survey

CSPs’ Al activity in 2020

100% A
respondents say they do not use Al in 80%
network planning and management
today, but nearly 25% are building Al
into products and services in this 60%
category, a higher percentage thanin
the other three areas. Almost half have
no Al activity in service creation and 40% -
management, though roughly 35%
have completed proofs of concept in
this category. 20%
By 2022, respondents expect to see
more forward momentum in Al

deployments, with nearly nearly 35% 0%
of respondents seeing Al used in
network planning and management by
then. Service creation and
management may see only small gains
in adoption, however, with less than
20% of respondents saying it will be
implemented by 2022.

experience

Al into roadmaps

CSPs’ expected Al activity in 2022

100% -
80% -
60%
40% -
20% -
0%

Customer Revenue Service Network
experience management creation & planning &
management management

M Building Al into products
& services now

M No Al activity M Internal experts coordinating M Done proofs
Al into roadmaps of concept

Source, TM Forum 2020

CSPs still face maturity hurdles with Al. Not only are Al tools immature, but the
environment around them may not have transformed enough yet to feed them -
no usable data and common model means no Al. So while network automation is a
killer app for Al, 69% of survey respondents say the biggest barrier to network
automationis a lack of standards for exposing network operations data streams.

In the next section, we'll look at lessons learned by early adopters of AlOps.

Customer Revenue
management

H No Al activity M Internal experts coordinating B Done proofs

Service Network
creation & planning &
management management

M Building Al into products
of concept & services now

Source, TM Forum 2020

What is the most significant
barrier to exposing operations
data for network automation?

8%

Lack of clear standards for
exposing data streams

Lack of provision for/
concerns about security

Lack of relevant APIs (such as for
integrating event streaming)

Other

TM Forum, 2020
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Early successes and lessons
in AIOps

Despite communications
service providers (CSPs)
being in the early part of the
adoption curve for Al and
other new technologies,
success stories and early
lessons are emerging.

Learning from an

AIOps proof of concept

The Al for IT & Network Operations
(AlOps) Catalyst project recently
completed its third phase. This project
includes seven CSPs that collectively
represent more than 1.5 billion
customers, such as China Telecom,
China Mobile, China Unicom, KDDI
Research, PCCW/Hong Kong
Telecommunications (HKT), Smart
Communications and Telefonica
Deutschland.

The AlOps catalyst team has
developed eight use cases based on
the CSP project members’ real-world
business needs in customer
experience, quality of service, business
performance and efficiency.

These include:

Poor customer experience
prediction and prevention

Churn prediction and
proactive customer retention

3} QXD

Accurate service level
monitoring

Proactive root cause
identification, communication
and resolutionin 5G
networks

O

Customer complaint
prevention

Preventive
maintenance

Intelligent operations and
maintenance (O&M) for home
broadband services

Closed-loop service
assurance

Q> D¢

Highly automated AlOps use cases like
these are becoming increasingly
possible, Mark Mortensen, Principal
Analyst, Communications Software,
ACG Research, explains, because
“richer network status and usage
information is available from the new
generation of modern physical and
virtual equipment. Automation using
big-data analytics and artificial
intelligence automation is the only way
to gather, process and evaluate this
onslaught of data’

Key learnings have resulted from this
pioneering work in AlOps as well. For
example, Tomohiro Otani, Executive
Director, KDDI Research, says that
early attempts to use Al in operations
“found the precision was not so good.
Over time, however, it was determined
that “even the data we collect in the
operations environment is not enough
for Al learning, especially for QA types
of operations,” Otani says. Alternative
techniques to generate enough data to
train Als for operations have had to be
developed as a result.

HKT builds an
AIOps strategy

‘AlOps is part of the whole Al strategy
in Hong Kong Telecom,” says Derek
Chen, Assistant Vice President of
Customer Service for Hong Kong
Telecom (HKT). The company’s
business in over-the-top (OTT) apps
grew 26% in the past year while its
premium customer base grew 8%,
making a reactive customer support
process for OTT applications
unsustainable.

HKT applied Al to predict, prevent and
analyze events to fix problems before
customers could complain about them.
‘AlOps happens before the customer
complains,” says Chen.
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To get started with AlOps, Chen
advises CSPs to look at three key
areas:

Standardize data to be able
to analyze it - “We had cloud
service, web, mobile, social
media, network equipment
data...all in different
formats,” said Chen.

Create a dynamic customer
profile - “Customers
change patterns from time
to time and we need to
understand when they have
changed so we can match
on it,” he explained.

Work toward real-time
customer engagement — for
every customer that calls in
with a problem, said Chen,
there are multiple other
customers with the same
problem who do not call at
all. AIOps provides insights
into how customers are
using services so CSPs can
engage them positively,
“not just because they’re
calling us,” he added.

As Al becomes embedded in products,
Chen says, CSPs will need “Al for Al”
because “if you don’t have Al
operations that support Al products,
you are crippled”

Chen says the AlOps service
management framework is needed to
provide “a full checklist not only for
redesigning traditional operations
processes but also in a way that the Al-
enabled software systems are
monitored, controlled and governed.

Orange builds groupwide
Al competency

Orange created a group-level Al and
data analytics organization about two
years ago, led by Steve Jarrett, Global
Head of Data & Al for Orange group.
In May, with his colleague Emmanuel
Lugagne-Delpon, SVP at Orange Labs
Networks, he outlined some of
Orange’s successes so far, taking a
“test and learn” approach, and looking
always at where they can bring the
maximum business benefit.

Lugagne-Delpon said at the online
briefing, “We believe that Al can bring
value to almost every phase of the
network lifecycle - so network planning
and design to optimize the efficiency of
investment, operations for advanced
monitoring, smarter maintenance and
better security, and also optimization to
populate a number of operation
processes and also optimize the
performance and the use of resources!

In May 2020, Orange Spain announced

anew Al-based tool used for network
planning called Smart CapEx. This live
Al use case is saving the operator a
reported 10% to 20% in CapEx
efficiency. The tool evaluates cell sites
for profitability based on a holistic
view of quality, location, customer
experience and business impact. As it is
a use case that applies to every mobile
operator within Orange group, this
kind of AlIOps capability could provide
a strategic advantage particularly in
the race to build out 5G coverage with
an eye on near term profitability.

The two went on to describe a number
of use cases, such as:

B Theroot causes of faults are
famously hard to identify with
alarms raising many false positives.
Orange passes some 40 million
homes with fiber in Europe and has
about 8 million household
subscribers. It has developed
diagnostics that combine the
established rules-based algorithms
with Al to remotely pinpoint the root
cause of FTTH outages and other
issues. The older, rules-based system
solves about 70% of problems, so Al
is only brought to bear onthe
outstanding 30%. Some problems
can be fixed remotely, but even when
engineers have to intervene in the
field, at least they are armed with
information about the cause, which
usually means a faster fix.

Orange estimates the use of Al has
avoided 280,000 trips into the field
by engineers, saving the company
more than €20 million a year, at the
same time as improving customer
satisfaction through less downtime
and disruption.

m Orangeisusing Al with centralized
self-organized network (C-SON)
technology for two purposes. First
to predict how traffic patterns at a
radio site will evolve, using Al to
reroute traffic to other base
stations and avoid congestion. This
gives customers better service and
optimizes the use of expensive
network assets.

Second, Al uses near real-time
predictions about traffic to turn off
elements, such as the antenna, that
are not in use at the radio sites to
reduce power consumption by a
few percent. About half of the 18
countries, mostly in Europe, where
Orange has deployed C-SON now
have closed-loop automation.
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During TM Forum'’s Digital
Transformation World Series 2020,
Jarrett described Orange's approach
to building groupwide Al
competencies. “Orange has a
willingness to take risks and to let us
take onlarge problems that have a big
impact for the business,” he said.

He explained that Orange had to
identify at the outset, as most
organizations do, the “foundational
elements that were missing with data
ingestion and data quality” and to
establish workflows for managing
data-centric projects.

He likens his experience as a large
enterprise buyer of Al to the internet
inthe 1990s: There's a massive
opportunity, “but it’s not clear what
will happen, and the tools are
immature!

Do CSPs need a
management layer for Al?

B Yes

B No, as the business case
won't make sense

. No, as Al is rolling out too fast

TM Forum, 2020

Jarrett says the biggest missing pieces
for any organization trying to establish
astrong Al competency tend to be a
lack of tools and workflows to stage
and structure the data work that Al
teams must do.

Need to manage Al

This was also the opinion of 70% of our
survey respondents who believe a new
layer will need to emerge just to
manage Al. The other 30% are
doubtful, either because the
economics don't make sense or
because Al will roll out too fast for
CSPs to have time to build out an Al
management layer.

Jarrett said there are opportunities
now for suppliers to provide tools that
“structure the work teams have to do
soitisvery well staged” He thinks
most organizations have engineers and
data scientists collaborating about
data but have not yet structured the
process. Orange, he explains, has had
to establish its own processes,
workflows and the governance needed
to address this practical aspect of
running an Al operation.

He offers three points of advice for
peer CSPs establishing large scale Al
programs:

m Prep and stage your data - the first
major challenge CSPs can expect to
face with Al comes in “getting the
data ready,” says Jarrett. “Improving
our ability to structure and ingest

that data and work withitina
workflow would pay dividends
across the company,” he says.

Focus on data that supports
multiple use cases - prepping data
for Al is effort intensive. Jarrett
explains Orange group’'s Al team
aims to spot opportunities where
data sets enable multiple use cases
and where even small
improvements would have a large
impact on CapEx and OpEx, such as
with network data.

Educate organizations to work
with Al - shifting the thinking of
operations teams not only to try
new Al tools but also to adopt new
approaches and ways of solving
problems is an equally important
challenge to acknowledge and
address. Jarrett reckons it will take
adecade or more to use data and
Al to really change and improve the
way business is done and services
are delivered to customers. He
advises large organizations to
invest in skills training, not just for
developers and data scientists, but
also cultural and technology
awareness training so that
organizations can adapt to using Al.

CSPs weigh Al risks

100%
80% -
60% -
40% -
20%

0%
Lack of auditability

M Not very
serious risk

B Moderately
serious risk

Lack of human
accountability

Data corruption
couldresultin

Lack of experience
& familiarity with

unforeseen Al technologies
consequence
B Somewhat M Itisavery
serious risk serious risk

Source, TM Forum 2020
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If knowledge is power,

ignorance is risk

Survey responses align with Jarrett’s
advice. More than half say their own
lack of familiarity with Al technology is
the greatest risk it presents today. Half
consider the possibility that data
corruption will drive unintended but
consequential Al behaviors as a “very
serious risk”. Each of these concerns
outweigh other noted risks, such as a
potential lack of auditability and
human accountability in intent-driven,
non-deterministic, Al-driven
operations systems.

Al must be accountable

Armijo Marchant, Chief Architect,
Telecom Argentina, says one issue she
has found in her exploration of Al tools
and models is that some take the
approach of a “black-box of
automation.” But Al must be
accountable and auditable, she says,
and humans must be able to impose
their authority on decisions. As a
result, new governance processes are
needed to both account for Al
behavior and to address any potential
biases in data sets and machine
learning that may resultin
consequential and unpredictable
behaviors.

There's real benefit as well, she says,
in going through the effort to
automate processes and become
skilled with Al because of what is
learned along the way.

14

Imagine automating your
home. If you hire someone
to do it, they might do it
quickly and you’ll be
happy until you need to
change something. And
then you’ll have to call
someone again because
you didn’t learn anything
from the process of
automation,” she explains.
“You don't have the
controls to make slight
changes. So, it’s not about
automating and following
instructions because we
won't learn anything about
these new technologies
that way.”

How to govern AI?

Indeed, one of the main challenges
CSPs are facing is how to govern the
many instances of Al that will be
deployed in their networks and IT
environments. Introducing Al models
into operations transforms the
production environment to be
intrinsically dynamic. Unlike
traditional software, Al may reason,
learn and evolve autonomously when
exposed to new input data. Al models
tend to be “black-boxes,” can be
fragile, exposed to bias and are
nondeterministic by nature.

While typical governance includes
strategy management, quality
management, risk management, security
management, compliance management
and other processes, AIOps adds new
ones like bias management, which may
be necessary to govern sensitive Al
models and address “black box”
concerns among CSPs.

TM Forum members are leading an
initiative to create an industry-agreed
AlOps Service Management
Framework, which aims to re-
engineer the processes in the
software lifecycle and service
operations management to govern Al
software at scale. This will enable
operations teams, process owners
and business users to exploit Al safely
and maximize its benefits. The idea is
to mitigate risks and ensure the
appropriate level of network and
service quality.

The AlOps Service Management
Framework is part of the Open Digital
Framework (see page 29) and is
applicable to any type of architecture
due toits agnostic design. It can
operate as an independent process
framework to help CSPs manage the
deployment of Al into their current
and target architectures. Using the
framework, CSPs can:

B Redesign software deployment
processes to release and commit
Al software and components to
production

B Redesign production processes to
operate and maintain Al-based
systems

m Redesign operations governance
processes to govern Al-based
systems
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B Deal with fast changes coming
from Development (Dev) to
Operations (Ops) and from Ops to
Dev for both offline and online
models

B Integrate effective Al data
operations and training practices
for machine learning

To find out how you can get involved
in TM Forum’s work on Al
governance, please contact

Aaron Boasman-Patel.

To learn more about the AlOps
Service Management Framework,
read this white paper:

Al Checklist Cards

TM Forum members also have
developed Al Checklist Cards to
provide lightweight and practical
guidance and best practices to support
CSPs in the safe and effective
deployment of Al systems at scale.
Drawing inspiration from aviation and
medicine, these simple checklists help
organizations manage the growing
complexity of Al deployments by
addressing the software lifecycle from
Al procurement, development and
deployment to end-of-life
management.

“The checklist is a way of managing the
complexity of the domain you're
operating in,” says Rob Claxton, Chief
Researcher at BT and Leader of

TM Forum’s Al Management
Standards project. “Deploying Al at
scale has become equally complex, so
we can't just rely on individuals’
knowledge to make it safe and deliver
benefits.

The idea is “to help people do the right
thing in the right moment and make
sure they're not forgetting critical
steps, he says. “But it’'s important that
they don't become tools for simply
checking compliance, because as soon
as that happens, they become a stick
to threaten people as opposed to a
tool to help!

The downloadable cards are available
to TM Forum members and non-
members and are intentionally simple
and easy to use. The cards are also
designed to complement TM Forum'’s
Al Readiness Check, an online tool
that allows Al practitioners to identify
gaps between current and target
capabilities across six dimensions of a
communications service provider’s
(CSP’s) business.
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Make it happen - Strategies for

adopting AIOps

Ultimately AlOps is a concept intended to help communications service providers (CSPs) think
about how automation can change the way they operate their businesses and what role Al can
play in improving automation. The task of moving to AlOps is immense, and as with all major
new technology initiatives, a common question is simply, where do we start?

Think differently

The way to shift toward automated operations, Al adoption
and autonomous networks is by beginning to think and
operate differently. “We have to move away from a
traditional way of operating toward Al automation,” says
Tayeb Ben Meriem, Coordinator of OSS Standardization for
Orange and recognized Outstanding Contributor, TM
Forum. “That means we have to break silos that exist today,
for instance from fulfillment and assurance, and we need to
integrate all of this into a framework,” he explained at Digital
Transformation World Series 2020.

Learn incrementally

)

AlOps isinthe early part of the adoption curve among CSPs
operations teams - as we saw in Section 2, 54% of survey
respondents are using Al today to automate a single
operations process within a single domain, although more
than 33% of respondents are using Al to automate one or
more processes across multiple domains. Maria Eugenia
Armijo Marchant, Chief Architect, Telecom Argentina, says
there’s real benefit in going through the effort to automate
processes and becoming skilled at using Al because of what
is learned along the way.

Organize & educate

Steve Jarrett, SVP Data and Al, for Orange group, offers
three points of advice for peer CSPs establishing large
scale Al programs. CSPs’ first major challenge is to get
their data ready and improve their ability to “structure and
ingest that data and work with it in a workflow.” Next, he
says, focus on data that supports multiple use cases and
has clear business benefits because data staging is so
effort intensive. Finally, CSPs need to educate not only
technology teams but their whole organizations about
how to work with Al.

Prepare to automate

Some 70% of survey respondents say the biggest driver
behind automating operations is new technology, like
software-based networks. Don't forget there are also
proven use cases for traditional operations software that are
Al-like but do not involve Al. “Self-organizing networks,
anomaly detection, process control and governance, insight
and reporting and many more use cases based on traditional
software are yielding excellent results without any Al
explains Mohammed Fahim Momen, General Manager, OSS
& Customer Insight, for Robi Axiata.
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Set ambitious goals

Operations automation should aim to achieve aggressive
goals, delivering order of magnitude benefits. Mark
Mortensen, Principal Analyst with ACG Research
recommends targets including 0% labor cost reductions;
90% reduction in the time for any process from start to
resolution; and 0% improvement in the time required to
introduce a new service.

Go step by step

Marchant advises peers approaching operations automation
and Al to take several key incremental steps, including:

B Understanding and identifying processes and operations
that are well suited for automation

B Improving these first with “simple automation”

m Gathering data to understand the automated operations
environment better

m Testing Al-assisted automated interventions and
measuring whether there are gains and improvements

Manage change proactively

Change and adapting to change are continuous processes in
the AlOps world. Derek Chen, Assistant Vice President of
Customer Service for Hong Kong Telecom (HKT), advises
CSPs not only to standardize data for analysis, but also to
create dynamic customer profiles that adapt with changing
customer patterns and to be proactive in solving customer
problems “not just because they're calling us”

Focus on Al's strengths

Many CSPs report that Al is the best option for processing
extremely large data sets that combine heterogeneous data
from multiple sources and where multi-domain or cross-
functional correlation is required. For example, “360-degree
assurance of network performance and customer
experience requires a unified platform and solution and
there the need for Al arises,” Robi Axiata's Momen says. Al
may also be a better fit than traditional software for
automating network configuration changes in response to
live demands from customers.

Adopt a framework

CSPs should adopt the AlOps Service Management
Framework. It provides the models, tools and guidance they
need to implement AlOps. The framework helps operators
re-engineer processes in the software lifecycle and
management of service operations to govern Al software at
scale. This will enable operations teams, process owners and
business users exploit Al safely and properly to maximize its
benefits. To learn more, please contact Aaron Boasman-Patel.
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AIOps in telecommunications:
Where to begin — and where to go next

Introduction

Harnessing the power of artificial
intelligence to enable new levels of
speed, insight, and automation, AIOps
is transforming the way technology
operations are managed at
organizations of all kinds. The AlOps
revolution comes at a critical time for
telecommunications businesses, as
operators face new pressures around
quality, cost, and scale resulting from
the move to 5G, the emergence of new
business and operational models, and
rising customer expectations. That's
especially true in an increasingly
software-defined world. As network
and IT technologies converge, it makes
sense to use common management
tools and operational processes across
both domains—and to put the artificial
and machine learning innovations
pioneered onthe IT side to work for
the network. But while there’s
certainly tremendous potential for
AlOps to drive value, it's not entirely
clear to many operators how best to
proceed. Which tactical use cases are
most practical as a starting point?
What technologies and capabilities are
needed to put AlOps into action?

In this white paper, we'll talk about
where to begin your AlOps journey
and what you'll need to move forward.

Why AIOps matters for
telecommunications —
and where organizations
stand today

Traditionally, network operations and
IT have been separate worlds for
telecommunications companies, each

with its own technologies and
processes—OSS/BSS and eTOM for
the network, ITIL for IT. There was
neither a need nor an opportunity to
share common technologies across
both environments. But this is quickly
changing, as networks become
increasingly software-defined and
operators make greater use of cloud-
first/cloud-native technologies. As this
convergence proceeds, operators are
recognizing the value of a single
management layer spanning traditional
IT and network domains to allow both
network fault management and IT
monitoring through a single toolset.
Similarly, as operators seek to leverage
the full scalability and cost benefits of
cloud, IT capacity management has
become increasingly relevant to
ensure effective support for the cloud
resources supporting key network
functions or infrastructure.

In this context, the emergence of
AlOps as a foundation of modern IT
operations has critical significance for
network operators. As modern
technology grows more complex, fast-
paced, and dynamic, it becomes
difficult or impossible for operations
teams to keep up using traditional
methods. With AlOps, operations
teams can use big data, machine
learning, and analytics to identify
patterns in monitoring, capacity, and
automation data across their complex
technology infrastructure. Based on
this insight, they can work more
quickly and effectively to improve the
speed, quality, and cost-efficiency of
service delivery. That’s as true for an
operator’s network environment as it
is for the IT environment.

AlOps continues an evolution in
operations that began 20 years ago,
when teams focused largely on offline
records-keeping, toward increasingly
automated processes. At a high level,
this journey began with observability,
proceeded to actionability, and is now
culminating in closed-loop automation.
The solutions used to implement
AlOps fall along similar lines.

B At the observability stage, an
AlOps system will analyze complex
data sets to identify patternsin
monitoring, capacity, and
automation data across hybrid on-
premises and multi-cloud
environments.

m At the actionability stage, the
solution provides insights that
guide immediate actions to drive
out cost, fix problems more quickly,
and improve quality.

B Atthe closed-loop automation
stage, Al and machine learning
make it possible to predict, find, and
fix problems without human
intervention, often before they
impact service quality, and to
improve quality across a modern
software-defined networking
(SDN) environment.

Some operators have made more
progress than others in this evolution,
but for many, a practical question
remains: what do we really need to
automate, and do we really need
AlOps to do so? It's important to
remember that the goal isn't to use
artificial intelligence for its own sake.
Any AlOps initiative should be tied to
key strategic and operational


http://inform.tmforum.org/

objectives. Today, that means
addressing priorities shared by most
telecommunications businesses:
driving out cost, saving time, and
improving quality.

Key challenges facing
today’s telecommunications

operators

In a time of rapid transformation,
operators are straining to keep up with
the operational implications of new
innovations, business requirements,
and customer demands. In particular,
they face difficult challenges around:

B Cost - New investmentsin 5G,
combined with margin pressures in
the mature markets they serve,
make it imperative to lower costs in
the operations space.

m Scale - The highly complex and
distributed nature of 5G, edge
computing, and other innovations
make it unfeasible to scale
operations and support functions
linearly. Simply put, there just aren’t
enough staff hours available to
meet the demand. In that sense, the
scale challenge is also a time
challenge.

m Quality - As customer experience
becomes a key competitive
differentiator, operators must
ensure that their services are
reliable, responsive, and up to the
standards of demanding consumer
and enterprise customers.

m Technology convergence -
Decades-old industry technology
infrastructure is being rapidly
reshaped by cloud, virtualization,
and containerization to meet the
demands of a new era. To be
successful, this technological
transformation calls for an
operational transformation as well.

In the next section, we'll look at tactical
AlOps automation for use cases that
offer a practical, high-value starting
point for AIOps.

What to focus on first

For operators, the implementation of
AlOps can involve somewhat familiar
solutions. Many of the tools used to
enable AlOps are also used for I T-
related activities such as service
management and operations
management, and have been adopted
by many telecommunications
companies to support their own IT
departments. In fact, this experience
can help guide operators as they seek
to achieve their own objectives around
cost, time, and quality. With a single
AlOps platform spanning both IT and
networks, operators can:

m Deliver near-term operational
quality improvements through
automated correlation and root
cause analysis of faults that may
span applications and network
elements

B Improve quality of service by using
Al-based correlation of IT and
network data to predict future
issues

m Improve the optimization of cloud
resources across hybrid and public
clouds

m Automate the closed-looped
remediation of common faults

With these capabilities, operators can
use tactical automation to address key
strategic priorities around cost, time,
and quality.

Cost - By gathering and analyzing data
from across the network environment,
AlOps can give operators a clear
understanding of the resources being
used to support specific services and
technologies, as well as their
associated costs. Looking forward,
AlOps can also model and predict the
resources and capacity that will be
required by current and proposed
services and technologies in the
future. By using this information to
guide planning, operators can optimize
usage to keep costs as low as
possible—especially in a more
software-defined world where

resources can be scaled and
reconfigured quickly and frictionlessly.
For example, the relative cost-
efficiency of on-premises and cloud
resources can be used to generate
automated recommendations for
sizing so operators can lower spending
without the risk of impaired quality.
Cloud migration initiatives can be
informed by comparing the cost and
performance available under different
options, as well as the savings and
performance impact of consolidating
or decommissioning existing
resources.

Time - As the network environment
grows more complex and software-
defined, with more technologies to
monitor, more data to interpret, and
more decisions to be made, operations
teams struggle to perform their tasks
in a timely manner. Forced to make
sense of a vast sea of informationin
real time on their own, teams often
end up one step behind, reacting to
problems rather than being able to
prevent them. With AlOps, data
gathering and analysis can be
performed automatically so that
staffers receive the right data, at the
right time, with actionable
recommendations. With this
understanding, they can make timely
decisions to ensure that services will
have the right resources at the right
capacity to ensure high quality,
discover opportunities to reduce cost,
find and fix potential problems, and
keep the entire environment secure,
auditable, and in compliance. In some
cases, decisions can become entirely
autonomous, allowing teams to
allocate their full attention to areas
where human expertise is essential.

Quality - For operators, ensuring
quality across a rapidly transforming
environment is both business-critical
and tremendously difficult. Often, the
first notification of a service failure or
degradation comes from an irate
customer, by which time the damage to
the company’s business has already
begun. By using machine learning and
anomaly detection to identify and
analyze application and infrastructure
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problems, AlOps enables operations
teams to address performance
problems quickly before they impact
customers. At the closed-loop
automation stage, the system can even
resolve issues automatically, without
the need for human intervention. As
the network transforms towards a
more software-centric model, AIOps
can detect constraints in underlying
compute and storage before they
cause performance slowdowns or
failures, driving greater elasticity in
delivery and can help forecast future
demands to meet traffic changes.

Building your
AIOps toolbox

To address the use cases above while
building a foundation of AlOps
capability and expertise, operators will
need core functionality including open
data access, machine learning, and
automation.

Open data access

To support an AlOps strategy,
operations teams need to be able to
consume huge volumes of historical
and streaming data across multiple
technologies and systems. An AlOps
solution should support monitoring for
services distributed across cloud,
container, and at the edge, and provide
a unified data view across different
layers and types of technology. As
traditional IT and network domains
start to converge, teams should be
able to correlate data across services
powered by different elements of the
environment. This makes it possible to
perform automated impact analysis to
determine the downstream effects of
issues or failures, and in turn to
prioritize remediation so that issues
with the greatest potential business
impact can be addressed first.

Machine learning

Machine learning makes it possible for
an AlOps solution not only to identify
and correlate patterns in data more
quickly than a human expert could, but
also to adjust and optimize the

algorithms used by analytics so they
become more accurate over time. The
system can learn the characteristic
behaviors of normal operating
conditions; adjust these baselines
dynamically to reflect normal shifts in
behavior, such as higher usage during
peak periods in customer demand; and
flag anomalies for attention before
potential problems grow. When a
problem does arise, machine learning
can enable fault clustering to see
whether multiple problems share the
same root cause.

AIOps and automation

The insights delivered by machine
learning and analytics can power
automation to save time and reduce
cost. An AlOps solution can provide
functionality for high-value use cases
such as automated event remediation,
closed-loop compliance processes, and
event-driven automation. Intelligent
ticketing can be particularly valuable,
generating service tickets
automatically based on automated
anomaly detection, then routing
tickets optimally to the expert best
able to fix the problem—or fixing the
problem automatically. As a result,
operators can manage a growing
number of assets without increasing
labor costs, free staff for more
valuable activities, and deliver better
quality for customers.

AIOps in the real world

The potential impact of AlOps for
telecommunications businesses can be
seen in the experiences of a major

operator serving the European market.

The company needed to deliver event
and service impact management
across a network encompassing more
than 60,000 mobile and fixed network
sites. Following its implementation of
AlOps, the operator can now correlate
network, application, and
infrastructure data to automatically
identify the impact of detected faults
across 5,000 customer services.
Automated analytics identify
anomalies in the network
environment, correlate complex log

data, and identify the probable root
cases of issues. Automated event
consolidation reduces event noise and
false positives, allowing operations
teams to focus and resolve critical
issues more quickly. As a result, the
operator has:

B Reduced false alarms by 90 percent

m Reduced resolution time for
common faults by 75 percent

m Reduced troubleshooting and
remediation effort by up to three
hours

Conclusion

The creation and adoption of a
comprehensive set of Open APIs that
continue to evolve and mature is a key
foundational step. Enabling the
practical decoupling of systems of
engagement from systems of record
especially in brownfield environments
requires APl orchestration and
adaptive data mastering across the
potentially many systems of record
that may be involved. The ODA
reference implementation, as
illustrated in the BOS catalyst and now
being taken forward in the just
announced ODA Component
Accelerator project, outlines the path
towards achieving a step change in
operational costs through
standardized and fully automated
component lifecycle management. The
extension of this to an ODA ecosystem
in which external application
components may participate as first
class ODA citizens offers the clearest
roadmap yet for radical
transformation.
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TM Forum Open
Digital Framework

A blueprint for intelligent operations fit for the 5G era

The TM Forum Open Digital Framework (ODF) provides a migration path from legacy IT systems and processes
to modular, cloud native software orchestrated using Al.

The framework comprises tools, code, knowledge and standards (machine-readable assets, not just documents).
Itis delivering business value for TM Forum members today, accelerating concept-to-cash, eliminating IT &
network costs, and enhancing digital customer experience.

Developed by TM Forum member organizations through our Collaboration Community and Catalyst proofs of
concept, building on TM Forum'’s established standards, the Open Digital Framework is being used by leading
service providers and software companies worldwide.

Core elements of the Open Digital Framework

. Goals of the Open

[ Legacy transformation tools ] l Maturity tools l I Data I Digital ek
« The aimis to transform business
o agility (accelerating concept-to-
q;_, % Busi cash from 18 months to 18 days),
E v usiness . B
= |7 = enable simpler IT solutions that
o are easier and cheaper to deploy,
< Q integrate and upgrade, and to
= [ . .
2 g establish a standardized software
O A Deployment model and market which benefits
S 8 & runtime . . . i
2 all parties (service providers, their
(@) suppliers and systems integrators).

The framework comprises TM Forum'’s Open Digital Architecture (ODA), Learn more about member

together with tools, models and data that guide the transformation to collaboration
ODAfrom legacy I'T systems and operations. If you would like to learn more
about the Open Digital

Open Digital Architecture Transformation Tools Framework, or how to get involved

m Architecture framework, m Guides to navigate digital in the TM Forum Collaboration
common language and design transformation Community, please contact
principles m Tools to support the migration George Glass.

m Open APIs exposing business from legacy architecture to ODA
services

Maturity Tools & Data

m Maturity models and readiness
checks to baseline digital
capabilities

m Datafor benchmarking
progress and training Al

m Standardized software
components

m Reference implementation and
test environment
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